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This study aims to explore the application of an Internet of Things (IoT)-based 

monitoring system in jungle warfare, focusing on the Indonesian Army. 

Through a methodological approach that combines the development of an IoT-

based communication system prototype, this study identifies the challenges 

faced in real-time communication in a jungle environment. Key findings 

suggest that the use of advanced sensors and communication protocols such as 

LoRa (Long Range) can provide real-time information needed for fast and 

accurate decision-making, while minimizing the risk of fatigue and accidents 

that can occur during patrols. These findings imply that adopting an IoT-based 

communication system can significantly improve the effectiveness of military 

operations by the Indonesian Army in challenging jungle environments. This 

study also provides recommendations for further development of military 

communication infrastructure with real-time data delivery. 
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INTRODUCTION 

The Indonesian Army plays an important role in maintaining the sovereignty and 

security of the nation, especially in the context of modern warfare, which is increasingly 

complex and dynamic (Manoppo et al, 2021). In military operations, the Indonesian Army 

faces various challenges, especially in difficult environments such as forest terrain. The 

dense vegetation and varied topography in forest settings create challenging conditions for 

military operations, requiring troops to adapt to unpredictable situations (Daud et al, 2018). 

Jungle warfare presents unique obstacles that can hinder the effectiveness of 

operations (Lesmana et al, 2022). Jungle warfare is a form of military tactic often applied 

by the Indonesian Army (TNI AD) in dealing with various threats in Indonesia's vast and 

diverse forest areas (Gregorian, 2017) and also (Faesol et al, n.y). This tactic involves rapid 

movement, control of the terrain, and effective defensive strategies. In this context, 

monitoring the position and heart rate of personnel carrying out forest patrols is a crucial 

aspect that cannot be ignored (Sari and Hartini, 2021). 

Forest patrols are often carried out in extreme conditions, where difficult terrain and 

the risk of threats from the enemy can cause significant physical and mental stress for 
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soldiers (Heryadi et al, 2020). Faced with existing communication systems, such as 

military radio has limitations in range and data collection (Taufik et al, 2021), and the use 

of GPS at this time is generally not accessible to higher units in real time (Faesol et al, 

n.y).. These limitations delay decision making and reduce coordination between units, 

endangering personnel safety and mission success (Sari and Hartini, 2021).  

Therefore, monitoring of position and heart rate is not only intended to ensure the 

safety and effectiveness of operations, but also to maintain the health and safety of 

personnel in the field. The right monitoring technology can provide real-time information 

needed for fast and accurate decision making, and minimize the risk of fatigue and 

accidents that can occur during patrols. 

In this article, the importance of integrating an efficient monitoring system in 

Indonesian Army jungle patrol operations will be discussed. This study aims to provide an 

overview of strategies that can be applied to improve the effectiveness and safety of patrols, 

as well as provide recommendations for the development of technology and procedures 

that support mission success in this challenging terrain. Thus, it is hoped that this journal 

can provide a positive contribution to the development of military tactics and strategies in 

Indonesia, as well as data collection as evaluation material. 

 

LITERATURE REVIEW 

The use of IoT-based technology can help carry out military tasks. One of them is 

the development of combat robots for remote operation tasks using PID (Raharjo et al, 

2021). Data communication is carried out using a wifi network to send data from Raspberry 

Pi to the target monitoring tablet. This study produced a combat robot that can be controlled 

from a maximum distance of 60 meters. This kind of technology is very much needed in 

addition to helping operational tasks, it can also reduce personnel losses on the battlefield. 

However, there are shortcomings in using this system, namely the robot cannot be 

controlled if it is not connected to a wifi network. 

In the military world, a system is needed that is able to send information in real time 

to facilitate monitoring of personnel locations. With the rapid development of technology, 

it can support the implementation of a real-time troop coordinate tracking system ((Faesol 

et al, n.y). In this study, technology based on Messege Queueing Telemetry Transport 

(MQTT) is used to create a real-time coordinate tracking system on Android. Data from 

GPS and Arduino sensor processing is sent using the internet network. The web server is 

used to display tracking results in the form of maps and user paths of the designed 

application. This system cannot be used if the user is not connected to the internet. 

Development of IoT-based technology to improve communication efficiency in the 

aspect of tracking moving objects (Angriawan and Anugraha, 2019). The purpose of this 

study is to create a tracking system using LoRa to send data from Node to Gateway in areas 

that cannot be reached by cellular networks. Data is obtained from GPS sensors processed 

by Arduino and uses Lora (Transmitter) to be sent to the gateway. In the design on the 

gateway side there is LoRa (receiver), Arduino and SIM900 Mini components which are 

used to receive data from nodes and send them to the server. The test results of the system 

created show that this system is able to send data from nodes to gateways with a distance 

of 2.5 kilometers with RSSI -128, the number of lost packets is 19. Utilization of LoRa in 

forest areas can be implemented in monitoring forest fires (Azwar et al, 2023). The LoRa 

(Long Range) wireless communication module is able to send data from sensor nodes 
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placed in the forest to the server. This study uses smoke sensors, temperature sensors, GPS 

uBlox Neo 6M and Arduino microcontrollers as the brain of the data processing system. 

Data from the sensor can be viewed via the server computer and the test results of this 

system work well. 

 

RESEARCH METHOD  

Research Goals 

This study aims to analyze and develop an Internet of Things (IoT)-based 

communication system tailored to the needs of the Indonesian Army in jungle operations. 

The objectives include identifying challenges in forest communication, such as signal 

interference and limited range, evaluating current data transmission limitations and their 

impact on military effectiveness, developing a reliable IoT communication system that 

utilizes sensors and protocols, providing recommendations for the development of a 

monitoring system for the location and physical condition of Indonesian Army personnel 

carrying out jungle patrols. 

 

Research Questions 

The following research questions are answered in this study: 

1. What are the main challenges faced by the Indonesian Army in communication when 

operating in dense jungle environments? 

2. How the limitations of existing communication systems can affect the effectiveness 

of Indonesian Army operations in challenging environments such as jungle? 

3. How important is monitoring the location and condition of personnel in real time to 

support fast and accurate decision making during patrols in the jungle? 

4. Can Internet of Things (IoT) technology provide a better solution to the monitoring 

problems that exist in jungle warfare? 

 

Method 

This study uses qualitative and quantitative research approaches to evaluate and 

optimize an IoT-based communication system to facilitate monitoring of Indonesian Army 

personnel in areas with no internet connection. The qualitative approach will be used to 

understand the challenges faced in the field, while the quantitative approach will involve 

the application and analysis of data collected from the prototype IoT devices implemented. 

A. Protocol to be used 

The communication protocols used in this system include LoRa (Long Range) and 
MQTT (Message Queuing Telemetry Transport). LoRa is used for long-range 
communication with low power consumption, while MQTT enables efficient 
communication between IoT devices and a central server, with the ability to support real-
time communication and reliable message delivery. 

B.  Selected IoT Based Communication System Architecture 

IoT-based communication systems can be implemented for the Indonesian Army, 
designed to monitor personnel who are patrolling in forest areas or areas with no signal. 
The following components are needed to create this system: 

1) Pulse Sensor 
Pulse sensor is a heart rate sensor designed to detect every heartbeat from the skin. 
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Calibration on this sensor is compared with an oximeter to produce accurate sensor 
output according to medical devices. If the heart rate is in the range of 60 - 100 BPM, 
the system will interpret the personnel in a normal state. Meanwhile, if the personnel's 
heart rate is in the range of 1 - 59 BPM, the system will interpret that the personnel 
is in an abnormal state. However, if the personnel's heart rate is in the range of 0 
BPM, the system will interpret that the personnel is dead (Melyana and Sarotama, 
2019). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Comparison of heart rate measurement between a stethoscope and an 
Arduino-based pulse sensor (Septiani and Adi, 2015) 

2) Global Positioning System (GPS) 

The GPS navigation system utilises satellites to provide real-time position, speed, and 

time information in almost all areas of the Earth. With the ability to operate in various 

weather conditions, this system utilizes satellite signal synchronisation to determine 

locations on the earth's surface (Afdhaluddin and Palingga, 2023). To determine a 

position, GPS requires a minimum of 3 satellites to measure positions in 2 dimensions 

(latitude and longitude), and 4 satellites for positions in 3 dimensions (latitude, 

longitude, and altitude). One of the GPS components that can be operated using Arduino 

is the Ublox 6M GPS Module. This high-sensitivity GPS module is capable of receiving 

signals transmitted by each satellite.    

 

Figure 2. Module Ublox 6M (Yudho et al, 2022) 

 

3) Arduino Uno 
Arduino Uno is a microcontroller board that uses the ATmega328 chip (datasheet). 
Arduino is an electronic prototype device based on a microcontroller, flexible, and 
open-source, with user-friendly hardware and software (Azis and Kartika, 2021). 
Arduino can be programmed using the Arduino IDE software. There are 14 input pins 
from digital output, where 6 pins can function as PWM outputs and the other 6 pins as 
analog inputs. In addition, there is a 16 MHz crystal oscillator, ICSP header, USB 
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connection, power jack and reset button. To operate the microcontroller, you only need 
to connect the Arduino Uno Board to a computer using a USB cable, or connect it to an 
AC power source via a DC adapter or battery (Sokop et al, 2016). 

Figure 3. Arduino Uno (Setiawan, 2022) 

 

4) Raspberry Pi 

Raspberry is one of the open source microcontrollers and in terms of physical 

appearance is a mini computer with a Linux operating system (Ghael et al, 2020). 

Raspberry Pi can connect to a web server so that the platform can be used as a server 

(Rachmawan, 2023). 

 

 

 

 

 

 

 

 

Figure 4. Raspberry Pi physical board (Rachmawan, 2023) 

 

5) Long Range (LoRa) 

Long Range (LoRa) is a wireless communication technology that requires low power 

and has a long range, introduced by Semtech in 2013 (Azwar et al, 2023) . By using 

chirp spread spectrum modulation and low power characteristics, the LoRa 

communication range reaches 10 kilometers (Anggraini et al, 2023). The network 

architecture that utilizes LoRa communication devices consists of three components: 

End Device or Node, Gateway, and Server. Lora has a frequency range that is set 

between 433 MHz to 1020 MHz. One of the popular Lora devices is the LoRa type SX 

1278 because of its small size and is classified as high quality (Aroeboesman, 2019). 

Figure 5. SX 1278 Lora Module 

(Daud et al, 2018) 
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A. Communication With Command Center 
IoT devices will communicate with the command center through a network that 

utilizes LoRa and MQTT protocols (Azwar et al, 2023). Data collected from 
sensors and devices will be sent to a central server for analysis and decision 
making. The data transfer process involves the following systems: 

1) General system design 
The operating scheme of this system requires a gateway to receive data from 
sensors and then send the data to the server (Azwar et al, 2023). The 
communication mechanism can be seen in the following image: 

 
Figure 6. The overall design of the system. (Arijuddin et al, 2019) 

 
The system design is based on literature study and has 3 main components, namely 
Sensor Node, Gateway and server (Yudho et al, 2022). Data communication from 
the sensor node to the gateway is done via the LoRa sx1278 transceiver. The data 
sent from the sensor node to the gateway is in struct data format. After the gateway 
receives the struct data, it is then converted into json format which will be sent to 
the server. The gateway and server use the MQTT protocol to communicate. 
 

2) Node sensor design 
On the node sensor using Arduino Uno as a microcontroller. The results of 
processing GPS sensor data and heartbeat from Arduino will be sent to the gateway 
using LoRa (Hashim et al, 2021). In this system LoRa is used as a transceiver (Tx) 
module. 
 

 

Figure 7. Node sensor architecture (Source : Researcher, 2024) 

 

3) Gateway architecture 
Communication between node sensor that forward data to the server through a gateway. 
The Gateway uses a Raspberry Pi microcomputer. Raspberry Pi in this system is the 
brain that runs the program code. LoRa in this system functions as a receiver to receive 
data from the transmitter. 
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Figure 8. Gateway architecture  
(Source : Researcher, 2024). 

 

B. Search Result 

From the literature study that has been collected and the design of the system that has 
been created can be the basis for monitoring personnel who are patrolling in areas that 
are not covered by the internet. The use of the LoRa module and the creation of a gateway 
on this system can be accessed by the central command through data that has been sent 
to the server in real time. 

C. Limitations 

This study selected five popular databases for literature searches, which may exclude 

some relevant literature. Another limitation is that only conference papers and journals 

written in the United Kingdom were included in the study. 

 

RESULT AND DISCUSSION 

In this section, we will review the findings from the literature review that has been 

carried out, oriented to case studies. The concentration of this literature review lies in 

introducing research trends in data transmission in the Internet of Things (IoT), where the 

Queen Honey Bee Migration method is the main focus. 

A.   System Design Implementation 

A The system created can be applied to monitor personnel in the field of operations 

with the following scheme: 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9. Application scheme of the system created  
(Source : Researcher, 2024) 
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The system components on the sensor node are attached to the vests of personnel on patrol 

duty. So that the position and condition of the personnel can be monitored in real time. 

Here is an overview of the use of the sensor node system on personnel: 

 

Figure 10. Sensor node system applied to personnel vests 

(Source : Researcher, 2024) 

 

Data that has been sent from the gateway to the server can be opened anywhere with 

a signal/wifi area. So that monitoring is not only done at guard posts but also up to the 

command level. Monitoring can be done quickly and in real time by the central command. 

B.  Comparison of the use of the LoRa tracking system with conventional systems 

Indonesian army in general when patrolling in determining the position using 

location detection tools. The use of the tool is as in the following picture : 

 

 

 

 

 

 

 

 

 

Figure 11. Use of GPS by the Indonesian army.  

(Source : Researcher, 2024) 
 

In the use of GPS equipment, TNI personnel are generally only used to find out the 

coordinates of personnel and determine the coordinate points of the location that will be 

passed by patrol personnel. While the system designed based on existing research using 

LoRa can store data on the server so that the central command can directly monitor the 

position and condition of personnel. The Central Command does not need to wait for 

information from guard posts, thus speeding up decision making. Data stored on the server 

can be used as evaluation material. A comparison of the use of GPS in general and the 

designed LoRa system can be seen in the following table: 
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Table 1. Differences in The Use of GPS and Lora Tracking Systems 

 
Features 

 
GPS 

 
LoRa system 

Sending Location  data 

to the upper command 

Unable to send 

user coordinates 

Can send user 

coordinates to the 

server 

 

Live user tracking The upper 

command 

cannot know  

the  user's 

coordinates 

The upper command 

can monitor the user's 

coordinates in 

real time 

 

Data storage to server Unable to save 

data to server 

Able to save data to 

server 

 

Additional features - Heart rate 

Monitoring 

 

 

CONCLUSION 

Real-time personnel monitoring is very much needed by the Army that is conducting 

patrols. In addition to knowing the coordinates of personnel who are conducting forest 

patrols, the upper command can also monitor the physical condition of personnel through 

data from heart rate sensors. LoRa requires low power so it is very flexible and easy to use 

when personnel are patrolling in the forest. With the design of a system that is based on 

the results of existing research and implemented for military needs, the central command 

can track the location and physical condition of soldiers to make decisions and of course 

can use the stored data as an evaluation to create battle scenarios. Thus, it is hoped that the 

results of this system planning can help the development of Indonesian military technology 

based on IoT to make a positive contribution to the development of military tactics and 

strategies in Indonesia. 
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